How to Complete the IBM Course “Getting
Started with Threat Intelligence and Hunting”

Detailed Instructions



Before beginning this course, please keep the
following points in mind:

* Please exclusively use the Chrome browser.

* Please use your GSU email ID only and avoid using
generic email addresses (such as Gmail, Hotmail,

Yahoo, etc.).




About this IBM course

Objectives:

Gain an understanding of the taxonomy of cybersecurity attacks.

Analyze the top targeted industries and security trends.

Identify the steps you can take to protect your organization against these threats.
Utilize high-end security enterprise solutions that are in high demand, such as IBM
Cloud X-Force Exchange.

Recognition:
Upon completing this course, you will be awarded the Foundational-level badge for
"Getting Started with Threat Intelligence and Hunting."

Requirements:

 Completion of each module (3 Modules with 12 lessons)

e Pass the quizzes included on every module (You will get multiple attempts on
each question)




Step 1

* Please complete the survey before you access the course. The survey can
be accessed by clicking on the following link.

https://forms.office.com/r/cGSXQTPgFq

* Once you have completed the survey form, proceed to the next slide and
follow the instructions provided to create an IBM ID.


https://forms.office.com/r/cGSXQTPgFq

How to register with IBM SkillsBuild Software
Downloads

* Go to the IBM Link- https://www.ibm.com/academic/topic/security
* Step 2: Click the button “Register”



https://www.ibm.com/academic/topic/security

Step 3: Enter your GSU email id. Then, click the
button “Submit”. Please don't use your Generic
Email Address(e.g., Gmail, Hotmail, Yahoo)

IBM SkillsBuild Software Downloads

Enter your academic institution issued email to begin

Only the students and faculty of participating academic institutions are eligible to access this
website. Please enter your academic institution issued email below to register.

Your academic institution issued email

1@gram.edu

Find answers in our frequently asked questions



Step 4: Complete all the required fields and

then click the button “Register”.

1BM SkillsBuild Software Downloads

Find answers in our frequently asked questions

Register below

Complete the information below to register. In addition to the forms below your will need to register for an IBM ID to

enroll in the program.

Academic institution issued email:

In@gram.edu

Academic institution name: Grambling State University

Role

Student

Choose degree

Sought Degree

Choose sought degree

Expected graduation Date

Choose graduation date

v

Month

Choose graduation month

Sought Degree

Choose sought degree

Expected graduation Date

Choose graduation date

Department

Choose department

Enroll me in the IBM badge program. What is this?

—

@ Yes("—
O No

Please click on the links below to read and accept tt

Software Downloads terms of service

privacy consent

When you are asked to identify your major, select the major
that is most closely matches your major at GSU. When you are
asked to select your department, if you don’t see the name of

your department, select other.

Month

v Choose graduation month

ne program agreement and privacy statement

After you read the IBM
Skills Build Software
Downloads Agreement
and Privacy Statement,
click “l agree” and then
click “Register”.



Step 5:Enter all the required fields.

1BM SkillsBuild Software Downloads Already have an IBM account? Log in

Harness the Power oFIBM IBM SkillsBuild Software Downloads

Get easy no-charge access to the tools you need to develop the next

great thing. Enjoy powerful technical and strategic resources from

BM. 1. Account information
Sign in with LinkedIn
Jump right in with cloud access to powerful services and the most AutoFill your information
prominent open-source computer technologies, or take advantage of
hands-on resources that will teach you about data and analytics, E-mail @
Internet of Things, and security. )
Please enter GSU Emailid  =msss=aoram.cdu o
We'll send you a 7 digit code that you'll use to verify your email in step 3.
First name Last name

Nuan— Teigiegesl

Password

Password is required

Country or region of residence

United States of America v

Next




Step 6: Enter all the require

Harness the Power of IBM

Get easy no-charge access to the tools you need to develop the next
great thing. Enjoy powerful technical and strategic resources from
IBM.

Jump right in with cloud access to powerful services and the most
prominent open-source computer technologies, or take advantage of
hands-on resources that will teach you about data and analytics,
Internet of Things, and security.

IBM SkillsBuild Software Downloads

1. Account information

E-mail

First name

Last name

Country

fields.

TwiliScie @gram.edu
—

United States of America

2. Additional information

Company

Grambling State University

Type “Grambling State University”



Step 7: Enter the code sent to your gram email and then
complete the registration process.

Harness the Power of IBM
Get easy no-charge access to the tools you need to develop the next
great thing. Enjoy powerful technical and strategic resources from

IBM.

Jump right in with cloud access to powerful services and the most
prominent open-source computer technologies, or take advantage of
hands-on resources that will teach you about data and analytics,
Internet of Things, and security.

IBM SkillsBuild Software Downloads

1. Account information

E-mail

First name

Last name

Country

n@@gram.edu
=
== =N

United States of Americ

2. Additional information

Company

Grambling State Univer

3. Verify email

We emailed a 7 digit code to

wgram.edu

This code will expire in 30 minutes.

Verification token

A verification code is required in order

Didn’t receive the email? Check your spam filter for an
email from ibmacct@iam.ibm.com.

Resend cod

i)
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Step 8: You will be asked to create multi-factor authentication(MFA) at
this time. Use your GSU email id

IBMid

Welcome to multi-factor authentication enrollment

Choose the verification method or device that you want to add.

IBM Security Verify app

Verify with a simple tap on your i0S or Android device
with the IBM Security Verify app.

Authenticator app

Setup
12 8 42 9 The time-based, one-time access code that is generated
by an authenticator app on your smart phone or tablet.

Email
The one-time access code to sent to your email address.

all

IBMid
Multi-factor authentication enrollment for email OTP

Enter your email address

This email address is used for two-step verification. An OTP is sent to your email.

T Enter your GSU email id

Use another method Send OTP

[e]
|
—/




Step 9: Enter the code sent to your GSU email id

Enter code sent to your email

For added security, we sent a 6-digit code to-milmas @dram.edu.

Please enter the code below within 20 minutes

Once the verification process is complete, you will be directed to the main website.
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 Step 10: Go to the link https://www.ibm.com/academic/topic/security

Here are the detailed instructions for login into the IBM Security page.

[ATH

SkillsBuild Topics Vv Lectures Usage terms Vv Additional Resources FAQ

IBM Security

@ N

What is IBM Security?

13


https://www.ibm.com/academic/topic/security

Step 1: Enter your GSU email id.

Enter your academic institution issued email to begin

Only the students and faculty of participating academic institutions are eligible to access this
website. Please enter your academic institution issued email below to register.

Your academic institution issued email

SR ©cram.edu

Find answers in our frequently asked questions

14



Step 2: Enter your GSU email id again and click

the button “Continue”

Log in to IBM

IEMid

S @cram.edu

[ ] Remember me @

Don't have an account? Create an IBMid

Need help? Contact the IBMid help desk

15



Step 3: Enter your password and click
the button “Login”

Log in to IBM
Logging in as gy @gram.edu Not you?

P | Forgot password?
llllllllllllll @

[ ] Remember me @

Don't have an account? Create an IBMid

Need help? Contact the IBMid help desk
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Once you have logged in, scroll down the page and click on the
"Getting Started with Threat Intelligence and Hunting" link.

@ ibm.com/academic/topic/security

SkillsBuild ~ Topics v Lectures Usage terms v Additional Resources  FAQ

IBM Security

What is IBM Security?

C @ ibm.com/academic/topic/security

Courseware

Software

Resources

Usage terms Vv Additional Resources

IBM Security Learning
Academy

Get free technical training for IBM
Security products. You can explore the
course catalog and build your own
curriculum by enrolling in courses.

IBM QRadar SIEM
Advanced Topics

FAQ

Getting Started with
Threat Intelligence gnd
Hunting

This is a foundational course, exposing
the learner to threat intelligence
concepts including: Attack trends by
geography, threat intelligence tools
and real-world use cases.

©,

Developing Secure
Software

IBM QRadar ¢
Foundations

IBM QRadar SIEM p
visibility into netwo
application activity.
collection, normaliz
and secure storage
asset profiles, and v

_}

17



Click the button “Take the course”

Getting Started with Threat Intelligence and
Hunting &

This is a foundational course, exposing the learner to threat intelligence
concepts including: Attack trends by geography, threat intelligence tools and
real-world use cases. Complete this course to get your badge.

Take the course i Learn about the badge o
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Type “I AGREE” in the required field.

It you want to access, delete, or correct the Pl being processed by IBM SkillsBuild plea:
For additional information regarding the processing of PI, including to submit a data subj

IBM employees can view the IBM Internal Privacy Statement here: hiips://w3.ibm com/w

By proceeding, you agree to the processing of your Pl as described above.

You must agree to this policy to continue using this site. Do you agree?

Epter "I AGREE" in all capitals in the text box if you agree:

I AGREE
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Start the Course

cLMS  ApplyToken English (en) ~

T Getting Started with
Threat Intelligence and Dash My courses
Hunting 2022

Cybersecurity

Foundational

™ Getting Started with i
Threat Intelligence - .
and Hunting 2022

IBM Global University Programs: Getting Started with Threat Intelligence
and Hunting

For answers to frequently asked questions visit our RS REIUIEA0T]

1s not co

edin the FAQs, pl

Credly

Getting Started
and Hunting ((

earn you this bac

Getting
Threat I
and Hur

1BM SkillsBuile

Keyskill-cLMS  Apply Token  English (en) ~

Dashboard / My courses / Getting Started with Threat Intelligence and Hunting z
= Getting Started with

Threat Intelligence and
Hunting 2022

Notes:
& Grades o . i
+ To launch the course for the first time, click Start. The course should open in a nev
+ If you previously closed the course tab, click the "Refresh" link, then click "Launct 2
@& Dashboard
= My courses
Refresh

™= Getting Started with
Threat Intelligence and
Hunting 2022

For website-related concerns, please contact our Helpdesk.

Click here to access the Site Policy Page.

@) Juan Napoli

Getting Started with Threat

Intelligence and Hunting

1BM Research
[Self-paced]

Introduction 20



Complete all the modules and the quizzes

About this Course

@ oorovor Module 1: Threat Intelligence

= AbouttisCourse > Module 2: Threat Hunting

Module 3: Threat Map Worldwide View with X-
Force Exchange

Release Notes

¥ MODULE 1 - THREAT INTELLIGENCE

Please complete the quizzes at the end of each
module.

About this Module

Topic 1: Reasons Behind Cyber

| Understand the impact of
Topic 2: Global Threat Trends Cybersecu rity th reats On ind u
ITonc ? THre‘aé .A.is'essinten[ by and Society.

® Why study cybersecurity
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Steps to follow in order to obtain the $150 stipend.



Steps to follow in order to obtain the $150 stipend.

Upon completing the course, you will receive an email from Credly (the company that issues the badge). Please
open your GSU email and check for the email from IBM via Credly. Click the link provided in the email to create
an account.

IBM issued you a new badge - @ -
o IBM via Credly <admin@credly.com> @ & a « o2 - %
To: Prasanthi Sreekumari Wed 5/24/2023 10:33 PM

Level up your career. Sign In

IEXTERNAL EMAIL: Please do not click links or open attachments unless you recognize the sender and know the content is safe.
Join millions of professionals, recruiters, and employers on

Credly, where you can:

@ Grow your professional skills

|BM Dlgltal Badge Program ® Broadcast your skills to managers at your company
e . . . UA:& @ Earn credentials that translate to college credit
Verified digital credentials for recognition of skill, _ - Remember me
EPY . nd cont b t i @ Discover new professional opportunities
achievement and contribution Forgot your password?
Congratulations! You've earned a digital credential from IBM “
OR
You've completed the criteria associated with earning a digital credential from the IBM Digital Badge
program. -
' Continue with Google

You've told us to always accept badges from IBM

. ) ) ar Sign in with Microsoft
You can use the following URL to manage your profile\nttps://www.credly.com/earner/settings.

d sign in with Apple

Show all
Step 1: Create an account

23



Step 2: Enter all the required fields and then

click the button “Create Account”
Credly

Leve]. up your career. Create a Credly Account.

Join millions of professionals, recruiters, and employers on

First Name *
Credly, where you can:
@ Grow your professional skills
. Last Name *
© Broadcast your skills to managers at your company

@ Earn credentials that translate to college credit

@ Discover new professional opportunities

Country/Territory *

United States v

Password *

Send me occasional news and updates on
professional growth opportunities.

| agree to the Terms of Service and Privacy
Policy

Create Account

| have an account



Step 3: Check your email and confirm your
email address

Gwdlg’ Q, Discover badges, skills or organizations

Confirm Your Email

Thank you for creating an account with Credly!

To finish setting up your account, please check your email to confirm the address you provided.
__— A

If you don't see our message, please check your spam folder!
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Step 4: Logi

N with your email and

yYOu createc
“Sign in”.

nassword

in the previous step.

C@&{Z{}’ Q Discover badges, skills or organizations
[=

Sign In

eeeeeeeeee

‘hen click

26



Step 5: After signing in to Credly, go to your GSU email
and open the email from IBM via Credly. Then, click the
"View Details" button.

@ credly.com/earner/dashboard & W 0] *

IBM issued you a new badge & -

AN —
&Edg/ Q_ Discover badges, skills or organizations (&) = ST T VA LI TR G I AT TLE TR AT
—

Congratulations! You've earned a digital credential from IBM

Welcome, Prasanthi S _ N
You've completed the criteria associated with earning a digital credential from the 1BM Digital Badge

We're excited to have you here . program.

You've told us to always accept badges from IBM
Help us customize your recommendations

What is your most recent or current job position?
e.g. Product Designer
i List the top 3 skills relevant to your recent position

Skills *

You can use the following URL to manage your profile: https://www.credly.com/earner/settings.

Getting Started with Threat Intelligence and Hunting
Issuer: IBM

IARRATIV..xds A~ | B2 CO02B_CAC-Self-..docx A View Details

or view details by clicking:
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Final steps for getting $150 stipend

.+ a@* 0 * Once you earned the badge, follow the

instructions in the form below: 2

https:fffarms.office.com/r/Eanptnh2z k2

This badge was ssued 1o PRASANTHI SREEKUBMAR| on May 25, 2023 @ Verify Badge

* Please ensure that you complete all

Getting Started with

: the fields in the form and paste the
Threat Intelligence Getting Started with Threat Intelligence and p
and Hunting Hunting

B link from Credly into question 6. 3

Dy LE0G

This badge earner has completed all the learning activities included in this anlinge learning

eEpErence, inciud

ng hands-on &

6. Please provide the link that Credly gave you, that when accessed with provicde the instructor
experience, concepts, methods and tools related to the threat with the badge that you eamed. (You must insert the link that Credly provided, you cannot  [1]
1 domain knowledge and provide a picture of the Badge)

n adopting practces, methods and tools that relates to the acthvities perfonnmed ir

mielligence and hunting domain. The indradual has demonstr
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https://forms.office.com/r/Eanptnh2k2

Questions??

*|f you have any questions, please contact Mrs. Melody Ford at
fordm@gram.edu or Ms. Lekicia Loyd at loydk@gram.edu.

29


loydk@gram.edu



