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Acceptable and Unacceptable Software Applications Policy
Purpose

This policy outlines the purpose and approved use of acceptable and unacceptable software applications on the Grambling State University (GSU) network.

Scope
The scope of this policy includes all faculty, staff, guest, and consultants who have or are responsible for a Grambling State University Servers, Desktop PC’s, and Laptops/Notebooks or stores any non-public Grambling State University information. 

Policy
In an effort to increase the security of information technology systems at GSU, the Information Technology Center (ITC) Servers, Desktop PC’s, and Laptops/Notebooks allocated to personnel employed by Grambling State University (GSU) remain the property of GSU and as such are subject to GSU’s rules for network usage. They are not personal machines on which the user can install software which has not been evaluated by GSU Information Technology Center (ITC) department. 

Each machine deployed to a user should include a baseline software install that includes standard applications of programs and any specialized programs allocated to that particular user. Once the baseline software is installed, administrative privileges on the computer will be disabled. 
The following is a list of Standard, Acceptable, and Unacceptable software applications. If you do not see the software you wish to install under the acceptable applications section, then the software is considered unacceptable and you should contact the Help Desk at extension 6555. If you have software that you would like to be evaluated and approved, submit it to the ITC for testing and evaluation. The ITC reserves the right to remove any unacceptable software from any computer owned by the Grambling State University or connected to its network.
Standard Applications:
Standard Applications are applications that have been tested and approved to run on Grambling State University’s (GSU) servers, desktop PC’s, and Laptops/notebooks.  The applications listed below will be a baseline installation on all GSU servers, desktop PC’s, and or Laptops/notebooks.

· McAfee
· Microsoft Office Professional 2007

· Java 
· Windows updates 
· Adobe Reader 
Acceptable Applications:

Acceptable Applications are applications that have tested and approved to run on Grambling State University’s servers, desktop PC’s, and Laptops/notebooks.  Applications that come preinstalled on servers, desktop PC’s, and Laptops/notebooks will be deemed approved, unless a security threat has been found with the application then the application will be deemed unacceptable. The applications listed below will be installed by request and approval.

	· Oracle ODBC
	
	

	· Mozilla Firefox
	
	

	· Wordperfect Office 11 Suite
	
	

	· Google Toolbar
	
	

	· Yahoo Toolbar
	
	

	· Adobe Flash Player
	
	

	· Adobe Shockwave Player
	
	

	· Adobe Photoshop
	
	

	· Adobe Acrobat Professional
	
	

	· Adobe Dreamweaver
	
	

	· Adobe Fireworks
	
	

	· Adobe Illustrator
	
	

	· Adobe After Effects
	
	

	· Quicktime
	
	

	· SPSS
	
	

	· McAfee VirusScan
	
	

	· ReadIris
	
	

	· Roxio Media Creator Suite
	
	

	· Nero Express Burning Rom
	
	

	· SpyBot Search & Destroy
	
	

	· Cisco VPN Client
	
	

	· HP Printer Drivers
	
	

	· Genetec Omnicast
	
	

	· Genetec Synergis
	
	

	· Ipswitch WS_FTP Professional
	
	

	· KEA!
	
	

	· MySQL
	
	

	· Numera Software TrackIt!
	
	

	· WebRoot
	
	

	· ISIS
	
	

	· Touchnet
	
	

	
	
	


Unacceptable Applications:

Unacceptable Applications are applications that have been tested and deemed unaccepted to run on Grambling State University’s servers, desktop PC’s, and Laptops/notebooks.  These applications listed below and any other applications that have not been tested or approved will be removed from GSU servers, desktop PC’s, and Laptops/notebooks when found to be installed.
An unacceptable application are usually known spyware, causes performance issues, violates copyright laws, or causes known issues with other software such as Outlook, Internet Explorer, or even Windows itself. 
· LimeWire

· Morpheous

· Ares

· MySpace Instant Messenger
· American Online Instant Messenger 
· HotBar

· Internet Optimizer

· Xupiter

· CoolWebSearch

· 180SearchAssistant

· SaveNow

· WinFixer

· eAcceleration

· Ad-kille

· SpywareAssassin

· AntiVirus Gold

· SpyFirewall
Enforcement

Due to security concerns and licensing issues, this policy will be enforced by GSU’s ITC department, and any user found to have violated this policy department supervisors will be notified of the content on their employee’s computer. 
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