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Abstraci—Due to the potentially unsecured environment of a
wireless sensor network, protecting it from any attack is signifi-
cant importance to maintain the health of the network. Recently,
many researchers have focused en providing the security on
making sensor networks available and veliable for the nodes to
communicate to ¢ach other

In this paper, we propose a securc and efficient method
for node.to node_key agreement in_unsecured wireless sensor
networks. The main idea of the proposed key agreement is to use
a ticketing prant server and a key scrver to gencerate a shared
key for the principal nodes to communicate in the wireless sensor
network environment, To create the secure environment, two
cryptography protocols take into our consideration, symmetric
ciphers such as shared key encryption and asymmetrie ciphers
such as public-private key encryption, Wircless sensor networks
are resource-constrained envivonments, which are improper for
computationally cxpensive that occurs in public-private key
encryption. Therefore, the key in our profocol is solely based
on a symmetric protocol provided by two trusted agents, the
ticketing grant server and the key server. A ticketing server is
to provide a ticket for the principal nodes to communicate with
the key server, Then the key server generates a shared key that
principal nedes can use to secure the communication hetween
cach other. The confidentiality, authentication, and freshness of
the network security are discussed to analyze the performance
of our proposed method.

Index Terms—Wireless sensor networks; Security; Authentica-
tion; Confidential; Freshness

I. INTRODUCTION

Wireless sensor networks (WSN) are composed of a po-
tentially large set of devices that communicate over a wire-
less medium. Such networks can be formed spontaneously
whenever devices are in communication or transmission range.
Joining and leaving of nodes occurs dynamically, particularly
in the presence of mobility (e.g., vehicular sensor networks).
Two mobile devices out of communication range can use
intermediary devices for relaying packets. For each area of
wireless sensor networks, a cluster of sensor nodes is deployed
to collect the data that is later reported to the network base
station [1]. To collect the data in such a network, the sensor
nodes can relay the data to the base station, Although, many
advantages are in favor of the use of wireless sensor networks,
they also suffer from limited battery lifetime, interference,
noise and—in particular—security, Potential applications of
wireless sensor netwarks can be found in iraffic scenarios,

vehicilar ad hoc and sensor networks, ubiquitous Internet
access, and collaborative work [2}, [3], [41.

Due to the nature of these applications which always
broadcasts the radio transmission from the sensor nodes to
the base station, the wireless sensor network is more vul-
nerable to network attacks than other traditional networks.
In order to_protect the sensor nodes from the attacks, the
implementation of cryptography becomes more important o
achieve the objectives of network security, Several topics of
cryptography have been well studied for traditional networks.
However, many conventional cryptographic approaches cannot
be appropriately applied to the wireless sensor networks. For
the implementation analysis, public-private key schemes and
some symmelric key methods are still too complicated for
the wireless sensor networks in the terms of computations,
memory, communications, and packet size requirements, In
addition, wireless sensor networks suffer from some other
severe consirainis on the network resources which refer to
the necessity of increasing the network lifetime, minimizing
the physical size of the sensor nodes, and reducing the cost of
sensor nodes.

A wireless sensor network can be considered as highly
intensive data collection (i.e., meaning that the security of data
transfer and access becomes critical issues). Three well known
security goals are: only authorized user can access to the
data (Confidentiality), the data should be genuine (Integrity),
and the data should be available for the authorized wuser
(Availability) [S]. All these goals are the requirements from
both users and wireless sensor networks,

A possible attack scenario in wireless sensor networks in-
cludes physical destruction of sensor nodes, security attacks on
the routing and data link protocols, and resource consumption
attacks. Unattended sensor node deployment can cause another
attack in which an adversary may (ry to compromise several
sensor nodes and inject false data into the network through
the compromised sensor nodes.

In this paper, a secured node-to-node key agreement is
proposed to ensure that only an authorized user can access
the network, and it is ensured that data is only available
for the authorized user. The key in our protocol is solely
based on a symmetric protocol provided by two trusted agents,
the ticketing grant server and the key server. The proposed




protocol is less complex compared to the other protocols
that apply asymmetric encryption scheme with regards to the
computation, memory usage, and packet size requirements.

The structure of this paper is organized as follows. Sec-
tion II describes the related work. Section III explains the
implementation of the proposed protocol; Section IV presents
a performance comparison with existing methods and provides
a complexity analysis and Section VI concludes the work of
this paper.

1. RELATED WORK

Related work that focuses on the security issues in computer
networks is presented here.

In [6], Fox and Gribble described the security and authen-
tication on open networks. This protocol provides lightweight
secured communication at the client module using the inter-
action with a proxy to Kerberos [7] at the application-level
proxy service.

In [8], Patel and Crowcroft provided the security in mobile
user where asymmetric cryptography has been used with a
ticket-based service access model allowing anonymous service
usage in mobile application. The mobile users anonymously
contact the credential center to check for the user’s certification
for the access. However, the asymmetric cryptography is cost-
inefficient for a sensor network environment,

in [9), Perrig et al. presented a security protocol for
multicast communication, The paper focused on securing
multicast communication at the source authentication and
enabling receivers of multicast data to ensure that the received
data is originated from the source. The paper proposed the
modification to TESLA (Timed Efficient Stream Loss-tolerant
Authentication) to allow receivers to authenticate the packets
when they arrive. TESLA implements a loose time synchro-
nization between the sender and the receivers, followed by
delayed release of keys by the sender.

In [10], Liu and Ning presented the broadcast authentication
in distributed sensor networks where the development of a
scalable broadcast authentication scheme named multilevel
WTESLA based on the original yTESLA protocol {11]. Multi-
fevel uTESLA provided several improvement which included
low overhead, tolerance of message loss, scalability to large
networks, resistance to replay attacks, and denial-of-service
attacks (DoS).

In [12], Ren et al. claimed that both yTESLA and multi-
level WTESLA suffered from serious DoS aitacks due to the
delay of message awthentication., They used the public key
concept to achieve the broadcast authentication, Cryptographic
techniques including Merkle hash tree and identity-based
signature scheme have been adopted to minimize the costs on
computation and communication in wireless sensor networks.

In [13], Sultana et al. focused on malicious packet drapping
attack in the sensor network. They proposed a data provenance
based mechanism to detect the attack and identify the muali-
cious node, The proposed scheme based on the watermarking
based secure provenance transmission. The scheme includes

packet loss detection, identification of attack presence, and
localizing the malicious nodeflink.

In [14], Oliveira et al. used Pairing-Based Cryptography
(PBC) protocols for key distribution in wireless sensor net-
works. The concept of Pairing-based Cryptography (PBC)
protocols is that the parties can agree on keys without any
interaction, The TinyPBC presented in this paper was able to
compute pairings, the most expensive primitive of PBC for §,
16 and 32-bit processors sensor nodes,

III, IMPLEMENTATION
A, Routing protocol

The routing protocol that we have chosen for this paper
is SOFROP (Self-Organizing and Fair ROuting Protocol) [4],
{15]. 'This protoco! is efficient and provides the lightweight
routing that is optimized for fairness and the locally acting
adaptive overlay network formation. SOFROP is a routing
protocol capable of dealing with an unpredictable environ-
ment with a diversity of mobility elements. On the network
organization level, it is able to continuously adapt the sensor
network - topology--and - deal .with . challenges such. as . rapid
changes in the link structure. The protocol is proven to provide
an efficient bandwidth utilization and data transmission, which
are important aspects for the settings used in this paper.

SOFROP considers a topology control layer, which deter-
mines dedicated nodes to be the cluster heads (or routing
nodes). These routing nodes form a backbone network on a
otherwise flat network topology. The routing nodes election
process can be implemented by using heuristics [16] or a
multi-hop hierarchical clustering structure {e.g., applying the
multi-hop clustering algorithm KHOPCA [17]).
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Figure 2. Wireless sensor nodes and routing nodes.

B. Node-to-node key agreement
After SOFROP identifies the next sensor node, the iden-

tified node needs to communicate with the previeus node
along the communication path. This means node-to-node key




Step Key Agreement

1 A—)B:NAI,A

2 B—T: Ny, Na, A B, MAC(Kg, Na,|Ns,|A|B)

3 T+ A {Krsa)y, , MAC (s 4N, | A BT Krsaly,)

4 T' = B : {Krsply, s MAC (KispNe, | AB| {T| Krsn},,,)

5 A= 81 Nag, A, B, MAC (Kipg o N AIB| {To )y, )

6 B+ St Np,y A, B, MAC (Kps| N, | AIBI {To}y,,)

7 8- A:{Kapl,  MAC (K4|Np|A| Bl {Kap}y,)

8 8= B {Kashy, , MAC (Kp|Np,|A|B| {Kag},,)

Figure 1. The eight steps of the key agreement.

agreement has to be established. The proposed key agreement
in this paper provides the security of the communication
which includes authentication, availability, and freshness. Two
cryptography protocols take into our consideration. The former
protocol is symmetric ciphers such as shared key encryption,
This symmetric ciphers require one public key generated
for the communication between nodes. The latter protocol is
asymmetric ciphers such as public-private key encryption. This
asymmetric ciphers required two different key generated.

As mentionied in [11], due to the resource-constrained in the
sensor nodes, the computationatly expensive public-private key
cryptography in asymmetric ciphers is not suitable. Therefore,
the protocol for symmetric-key is suggested.

In addition for the purpose of gaining stronger freshness, the
nounce numbers are used for the communication between the
principal nodes and the two trusted agents, key server § and
the ticket granting server 7. A message authentication code
{MAC) is additionally used for two-party authentication and
data integrity.

For the node-to-node key agreement description, we use the
following notations in this paper.

A, B are principles, such as communication nodes
Nua,, Na,, Np,, Np, are Nonce numbers from A and B

MM denotes the concatenation of message M, and My

K4 is the key of node A shared with base station

Kap is the pairwise key shared between nodes A and
B

Koga is the shared key between nodes T, 5, and A

{M},..., s the encrypted message with the symmetric key
Krpga

T, is the ticket number to cornmunicate with T'

Krga is the shred key between nodes A and B

MAC is the message authentication code

Wireless Sensor Node A Ticket Granting Server

Wireless Sensor Node B Key Server

Figure 3. iustration of the steps of the proposed node-to-node key agreement.

The proposed node-to-node key agreement provides secured
key agreement and stronger key freshness. The step of the
key agreement is as follows:

In our key agreement N4,, Nu,,Np, and Ng, that pro-
duced by node A and B guarantee the freshness of the com-
munication between principle nodes A and 3, ticket granting
server | and the key server S. The security is increased by
not only for connecting to the key server but also to the ticket
granting server, To provide the confidentiality, the key Krap
is used for the communication between nodes A and B. This
ticket is authenticated with the message 3authentication code
MAC.

The detail of each step of the proposed method is explained
here, We start from step 1 when the wircless sensor node A
would like to communicate with node B. Node A sends a
request to node B with nonce number N4, In step 2 node
B sends Ng, with a request for a ticket from ticket granting




server T, This ticket is used for communication between node
A and B, and the key server S. In steps 3 and 4, the ticket
granting server T grants a ticket and sends to nodes A and B.

The messages sent from the ticket granting server 1" to
nodes A and B are encrypted with key K, and key Kp,
respectively. Then in steps § and 6, nodes A and B send the
ticket to the key server S to ask for the shared key K 4p. At
these steps, nodes A and B sends the messages to the key
server with the nonce numbers N4, andNpg, respectively. As
mentioned earlier, the nonce numbers provide the freshness of
the communication. The key server S receives the ticket and
then issues the shared key K45 to nodes A and B in steps
7 and 8. For the confidentiality, all messages sent from either
the ticket granting server 7' or the key server S to nodes A or
B are encrypted by K4 or Kp. Thus only node A or node B
can decrypt the messages. All these messages are authenticated
with MAC protocol. Thus the proposed method provides the
three properties of wireless sensor security for node to node
key agreement; all of which are freshness, confidential, and
authentication,

C. MAC Authentication

MAC Authentication is a cryptographic technique that com-
putes checksum on data. This cryptography uses a session
key to detect both acecidental and intentional modifications
of the data. Two inputs, a message and a secret key that is
known by only the original sender and its intended recipient,
are required for a MAC authentication, This cryptography
allows the recipient to verify the integrity of the message and
to authenticate the message as only the original sender and
its intended recipient have the shared secret key. In case the
sender is an attacker who does not know the secret key, the
value that is returned form the hash function would be different
and that would notify to the recipient that the message was not
sent by the original sender. On another hand, if the attacker
pretends to be the recipient who does not know the secret key,
then the message will not be read by the pretending recipient.

Four types of MACs can be selected; all of which are
unconditionally secure, hash function-based, stream cipher-
based and block cipher-based. The most common approach
to creating a MAC that was common used in the past was
the block ciphers such as Data Encryption Standard (DES).
However hash-based MACs (HMACs) that apply a secret key
in conjunction with a cryptographic hash function to produce
a hash, have become more widely used and is used in the
proposed scheme.

IV, COMPARISON AND COMPUTATION ANALYSIS

‘To evaluate and compare the performance of the proposed
key agreement scheme with the existing schemes for wire-
less sensor networks, the complexity of communication and
procession operations is the important metric. In this manner,
our proposed key agreement scheme has some advantages
over the existing public and private key schemes. With this
proposed method, the high cost public-key encryption has been
replaced by symmelric encryption at the sensor nodes with

the hash function at the MAC authentication, In addition, to
establish node-to-node key agreement, only four local nodes
are communicated fo each other.

For the communication overhead of the proposed protocol,
the sensor nodes, ticket server, and key server collaborate with
each other to produce an exclusive node-to-node key for each
communication. However, with this process the computation of
ticket and key generations are required at the ticket server and
key server, respectively. According to this operation for each
communication between nodes requires the key establishiment
process that will be perform at the ticket server and then
key server. Let n be the number of sensor nodes. On the
average there are § communications for node-to-node key
generation. Bach communication requires one ticket and one
session key which means over all the computation of this
method is approximately 2%.

V. PERFORMANCE ANALYSIS AND DISCUSSION

The first question is how this protocel can provide freshness
of the secure commmunication, The freshness of this protocol
is from using the nonce numbers that are generate at the steps
1, 2,5, and 6. When node A sends the request to node B,
node A sends the request with the nonce number N,, and
then node B communicates with the ticket granting server
by sending its nonce number Np, along with the node’s A
nonce number. This is to guarantee that the communication
is fresh and it is a newly established communication. When
nodes A and B communicate with the key server §, nodes A
and B regenerate the nonce numbers N4, and Np,. The nonce
number regeneration is for the purpose to provide freshness to
the communication with the key server 5,

The second question is how this protocol can provide
confidential. When the ticket granting server T' communicates
with node A, the ticket granting server uses node’s A key, K 4,
to encrypt the message. Only node A can decrypt the message.
Similar to communicate with node B, the ticket granting server
T uses node’s B key, Kg, to encrypt the message. Only node
B can decrypt the message. Then nodes A and B communicate
with the key sever S, the message sent from nodes A and 73
are encrypted by the key server’s keys, Kpg 4, for the message
sent by A and for the message sent by B; only the key server
S can decrypt the message, Then the shared key, Kap , is
sent to nodes A and B being encrypted by node’s 4 key, K,
and node’s B key, Kg; only nodes A and [3 can decrypt the
nessage.

Finally, the last question is how this protocol can provide
authentication. The protocol is authenticated by Message Au-
thentication Code MAC which is used at steps 2 to 8, This
cryptography uses a session key to detect both accidental and
intentional modifications of the data. This can be achieved by
using Cipher Block Chaining Message Authentication Code
[?]. Two inputs, a message and a secret key that is known by
only the originator its intended recipient(s), are required for a
MAC authentication. The recipient can verify and authenticate
the integrity of the message as only the sender has the shared
secret key.




VI. CONCLUSION

The proposed method presents the node to node key agree-
ment which is provided by the ticket granting server T and the
key server S. There are several steps to set up a shared key
for nodes A and B to securely communicate. Starting from
node A sends a request to node B. This request is sent to
node B along with the nounce number N4, . Node B receives
the request from nodeA and asks for a ticket from the ticket
granting server 7', The request for the ticket is sent to ticket
granting server T with nounce numbers N4, and Np,. This
ticket is required for nodes A and 53 to communicate with the
key server 5. After the ticket is granted to nodes A and B,
nodes A and B generate new nounce number N4, and Np,
and send the new nounce numbers with the ticket to the key
server S. The key server S issues the shared key to nodes A
and B. Finally nodes A and B can communicate with each
other using the shared key.

The authentication, confidential, and freshness of the se-
cured communication are efficiently achieved by this proposed
method, as the proposed protocol uses the MAC to authenticate
the messages, the shared key to conmumunicate between nodes
A and B, and the nonce numbers to refresh the messages.

In future work, we plan to focus on the key generation
characteristics for the reason that a more efficient and scalable
key generation can be achieved by considering the keys
among the neighboring nodes. Additionally, further future
work includes the problem of how the ticket can be generated
at the ticket granting server T' and how the shared key can
be provided using criteria and the environment of the wireless
sensor networks.
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