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OUTLINE

• Background

• RSA Algorithm

• RSA – Encryption and Decryption

• Message in operation - Encryption and Decryption
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Background
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Number of threats increased in terms of Laptops or storage devices;

Therefore, people started storing information in cloud based environment and 

process;

It became a requirement to
Support safe cloud applications using encrypted algorithms

Create encrypted Apps so that information transferring is safe from 

source

Provide safe storage and retrieval of information with minimum cost 

without compromising Quality of service
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Background
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Previously, information security was 

mainly about “keeping a secret”

Today it is about   “confidentiality

Breaking secret code is part of 

understanding the secret

Encryption and decryption is part of secret 

today

Person or system behind that 

information

Identity of someone or something is the 

information we want to authenticate

Internet is not centrally managed 

and much responsibility is pushed 

node level; Most of the users are 

does not understand much of 

computer or security

Therefore, security became important for 

survival; Security is deployed at node and 

network level; The wildest solution is 

cryptographic; 

The understanding of problem background is:
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Environment
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The tools and techniques that were used to 
execute this operation were:

• Server/Client model

• RSA Algorithm

• TCP communication

• MD5 cryptographic hash function

• Command Line
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Client/Server Model
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Cryptographic Hash Functions 
(Objective)
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• Authentication

• Message Integrity 

• Message Fingerprinting

• Error Detection

• Digital Signature Efficiency
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Original Message
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Altered Message
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Cryptographic Hashing
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Message For Simulation
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Establishing a Connection

2/9/2017 Louisiana Academy of Sciences  - April 23, 2016



13

RSA Encryption
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File Transfer
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Decryption Operation
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Questions

?????

2/9/2017 Louisiana Academy of Sciences  - April 23, 2016


