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Message In operation - Encryption and Decryption

Louisiana Academy of Sciences - April 23,2016 2




(GRAMBLING
STATE UNIVERSITY

WHERE EVERYBODY IS SOMEBODY

Background

Number of threats increased in terms of Laptops or storage devices;
Therefore, people started storing information in cloud based environment and

Process,

It became a requirement to
» Support safe cloud applications using encrypted algorithms
» Create encrypted Apps so that information transferring is safe from

source
»Provide safe storage and retrieval of information with minimum cost

without compromising Quality of service

9/20 Louisiana Academy of Sciences - April 23,2016




(GRAMBLING
STATE UNIVERSITY

WHERE EVERYBODY IS SOMEBODY

Background

The understanding of problem background is:

Previously, information security was
mainly about “keeping a secret”

Today it is about “confidentiality

Breaking secret code is part of
understanding the secret

Encryption and decryption is part of secret

today

Person or system behind that
Information

Identity of someone or something is the
information we want to authenticate

Internet is not centrally managed
and much responsibility is pushed
node level; Most of the users are
does not understand much of
computer or security

Therefore, security became important for
survival; Security is deployed at.node and

network level: The wildest solution 1s
cryptographic;
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The tools and techniques that were used to
execute this operation were:

e Server/Client model

* RSA Algorithm

* TCP communication

 MD5 cryptographic hash function
* Command Line
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Clients '
i / Server
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(Objective)

Authentication

Message Integrity
Message Fingerprinting
Error Detection

Digital Signature Efficiency
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story.txt
[Ihe following is a large collection of stories and anecdotes about clueless computer users.

be considered smart and wise, can sit down in front of a computer screen and instantly lose every

last shred of common sense he ever possessed. Complicate this phenomenon with a case of "computerphobia,”

and you end up with tech support personnel having phone conversations that are funny in retrospect but seem

like perfectly valid motives for wild machine gqun shooting sprees at the time. And yet, amidst the vast,

surging quantities of stupidity are perfectly excusable technological mishaps -- but that are amusing nonetheless.
After all, even the best of us engages in a little brainless folly every once in a while, Most of these stories

are true. Some happened to me personally. Some happened to friends of mine. Some are considered urban legends, but
even most of these are more likely to have happened in some form or another than not. Skeptics look at such stories
and doubt their truth. But reason, common sense, and experience tell me that if you sit someone who isn't computer

literate (even a smart someone) down in front of a computer, you're bound to accrue anecdotes no less outrageous than

these, You'd be surprised, ——————————

>>>

Please enter the filname that you wish to open
story

lad4e2cad20cal9fs5el79e5£15906e8bl

>>> |
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story.txt"
The following is a large collection of stories and anecdotes about clueless computer users,

It's a baffling phenomenon that in today's soclety an individual, who might in other circumstances

be considered smart and wise, can sit down in front of a computer screen and instantly lose every

last shred of common sense he ever possessed. Complicate this phenomenon with a case of "computerphobia,"

and you end up with tech support personnel having phone conversations that are funny in retrospect but seem

like perfectly valid motives for wild machine gun shooting sprees at the time. And yet, amidst the vast,

surging quantities of stupidity are perfectly excusable technological mishaps -- but that are amusing nonetheless.

After all, even the best of us engages in a little brainless folly every once in a while. Most of these stories

are true, Some happened to me personally. Some happened to friends of mine. Some are considered urban legends, but

even most of these are more likely to have happened in some form or another than not. Skeptics look at such stories

and doubt their truth. But reason, common sense, and experience tell me that if you sit someone who isn't computer

literate (even a smart someone) down in front of a computer, you're bound to accrue anecdotes no less outrageous than

these, You'd be surprised =

>>>
Please enter the filname that you wish to open
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E File to transmut Algorithm Value
_g 100101001000111001001001
: 000100100100100100100100 . . o
#FMOD#E |—= hd23dd?
E 100010101010101001000100 &
7 010111100111011010010100
a
File transmitted to user Hash Value transmiited to user
File recerved comrectly " -l R'E":E'if‘-e'd
Hash values maich Ihd23dd2 H:tshing
- e = = =g L - 1 Value
.| JEEETITA
- 0010010010010010 1100 ny " ¥ c
v I 100010101010101001000100 (:118.D) it Lk
= 010111100111011010010100 Value
= |
- - - e
= Algorithm
"-f_ — —-— —-— — — — —-— —-— 1 b
S| i ! Calculated
l 01001 00000100101 . n ; <iA
~ I 100010101010100000000100 | *MOD= Hashing 4
| 010111100111011010010100 Value ‘ —
_=—-smsmEsmsEm== = Recerved Ve
File recerved with ERROR Hashing 3

\ Hash‘-.'aluerr.ﬁs—matu:h L ‘.-'39 AP 3
re-transmut data
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story.tt
Fhe following is a large collection of stories and anecdotes about cluelezs computer users.
It's a baffling phe:nme:n: that in today's society an i:di?id:al, who might in other circumstances

last shred of common 3ense he ever pussesaed. Complicate thiz phenomenon with a case Df ”cunp:terp:uhia,”

and you end up with tech support personnel having phone conversations that are funny in retrospect but seenm

like perfectly valid motives for wild machine gqun shooting asprees at the time. And yet, amidst the vast,

aurging quantities of stupidity are perfectly excusable technological mishaps -- but that are amu3ing nonetheless.

After all, even the best of us engages in a little brainless folly every once in a while. Mpat of these stories

are true. Some happened to me personally. Some happened to friends of mine. Some are considered urban legends, but

even most of these are more likely to have happened in zome form or another than not. Skeptics look at such stories
and doubt their truth. But reason, common sense, and Experiezce tell me that if you sit someone who isn't cnmp:te:

theze, You'd be surprised,

- “'m $8%
A é&&
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(AMD

22:44:40) [M5C v.1e00 64 bit

Feb 24 2015,

(v3.4.3:8b73f1c3en0l,

Python 3.4.3
64)] on win3Z
Type "copyright™, "credit=" or "license ()" for more information.

Py SEmmms—s—s—ssssssssmeememmeemem—== RESTART s s s s e e e
T

TCE TP = 10.70.28.535

TCE PORT = &0001

Waiting for incoming connections...
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Got comnnection from ("10.70.28_.55", 514950)

Mow encrypting message and creating the MDS Digest. ..
Encrypting and writing to message.txbt. ..

Encryvpted text:

1337 _128 1453T73019385335339787158478685090232518353534367T6T310865513118061235208T8008
2760354391851 288704040397152394705463584551251 0236379962481 308991843657666931105¢
2024924501 8386114683 988691 211275353 8056466825863401305267 7458240609 7466746361586E
S9TT22602292T7138484 7398761 TO328615335107960929833 87 T2 T15038T0BE9T7OT79465165064901C
TOZEZ0T7TTOTOAZTOEBO0O0EETIE6ETIOTEILIZESE00209943 5938068905933 60001 205101180611 860273031 <
93342560113 E834884511935197 750473308224 05631586562926480704074948862931 777515354131
Q5002999071473 165525935314495059378059019127331794773113122207888255022T79881 38051
624466300693 7959258723569160211161 0456374673181 256449468485682, 75149074362793521992]
2842194187 7251116962364 T7086519282000941 5212783111 692542T7T32581503447 7700975666890 754E
1239640400939641 9171141855281 061977688181 7807650143889 1355734457994809358623345847]
5031851796487 75994683 80559261 259807695064 3192115932341 77938643 7200283451 324171132
B2 7447885463893 79523686940 74084526727 T6E84392681 06412481 646358603 76658131 733020951
554536294581 874541 892338458711 2671832600951 220200855511 707409121 708858111 1660323454
47922914593 2024200680906936023 95278986411 002072201 0737475486526 T7T6846T7 7110412692604
BE629634066149414781 28419538723 3660982090T71 73511791894 021 728500210861 7670907161 59947
S5307865562T705269456320821 790, 5238480 73859384 7550020462 T7999661 210683480 7952856951
1071880399941 0838067107894 600049332030721 835634809061 016666749551 90330998799 08684 4
61B1I8TE66686T41T51 722869 73528058974 0486304628301 0735111445437 7925820823683 8014 774
5430153536659 8580750534076341 74208060983 7561 7422999581 738734051 860982227483 23611 733
137042991 986744 7376855624 098660201 8393051 98057200502604271 20801 869967793301 809822
1673527157665 T71T719787076569692403 880602563343 5083246520069466620959375916649443323714
5513163399459 9252290636245521 6240436938394 4001 5965957809383 83716 0688288776567 759
21871441 3000631 7774685235404 68332322901593981241638274080827421015731 76646475841, 1
951 77509456853 97907615093434631 934081 74716912 TO93E9Z25501 7242 9685335706923 30748047H
5463071901 866249391 608039 7711095498T718822394666825250452398444841258276823534558451 3
ZEZTOE4IEEBEEZ339T708Z232360911581 0932481 2847621611498 73 734650401 932911 701083482594
0388715984 08892222632999321875872T711408998363702380424232861 30152961 346664567245
6ETO9E540681 26264045392 60404 7989250981 095905262413165 790530025523 088162151064 7365450
63T TTEITTIOE110T7T500960351 38 QEEESSDSSQQ“SSTEQEEEj229193l&l“ﬂzﬂI“EJSAQQESBQQH“JSEEJ_

81}

New thread started for 10 0.28.55: 514950
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file opened

receiving data

receiving data

receiving data

receiving data

receiving data

receiving data

receiving data

receiving data

file clao=se ()

Successfully got the file

connection closed

clock: start = 5.862066741974684e-07 end = 2.3253669800332144
clock: uration clock = 2.32536639382654

time start = 1459354297.554934 end = 145939594299.88018
time duration time = 2.3252458B5T723B7685
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Reading from encrypted file.txt and decrypting...

Decrypted text:

The following is a large collection of stories and anecdotes about clueless computer users.

It's a baffling phenomenon that in today's society an individual, who might in other circumstances

be considered smart and wise, can sit down in front of a computer screen and instantly lose every

last shred of common sense he ever possessed. Complicate this phenomenon with a case of "computerphobia,"

a:d you end up with tech support personnel having phone conversat that are funny in retrospect but seem

like perfectly valid motives for wild machine gun shooting sprees at the time, And yet, amidst the vast,

surging quantities of stupidity are perfectly excusable technological mishaps -- but that are amusing nonetheless,
After all, even the best of us engages in a little brainless folly every once in a while. Most of these stories

L

are true. Some happened to me personally. Some happened to friends of mine, Some are considered urban legends, but

even most of these are more likely to have happened in some form or another than not. Skeptics look at such stories
and doubt their truth. But reason, common sense, and experience tell me that if you sit someone who :5:‘: computer
literate (even a smart someone) down in front of a computer, you're bound to accrue anecdotes no less outrageous than
these., You'd be surprised
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